1. LinuxfIpI&E(EE2

1.1. =N
o [EEHMER

o hostname school

o KAEH
o vi /etc/hosthame
1.2. DNSfi#T

1A ETIRSS
A LA R e I PHEE
DNSIEZ £

o window -->
C:\Windows\System32\drivers\etc\hosts ©
123.56.138.186 www.baidu.com
123.56.138.186 www.taodao.com
1N

o vi /etc/hosts
o  ERBAIEEIERBRIEIENE Ehosts 34

o 192.168.31.101 bd1601

o 192.168.31.102 bd1602


http://www.baidu.com/
http://www.taodao.com/

1.3. MEEHEXES

» ifconfig

o BEIRINFRIEEER

o XN WmLET net-toolsFAI— 4 ap< | {BERECentos7FminimallikFFig B EMXA
8 o FU7HMMEEEZEE CFILE

o WIRigAifconfig , ATLAEAIp addr IIEAHLE

netstat

o BEEHIIMNEZIRHER
o —/\185EIAE65536MNim1S[0,65535]
o XE—MNEZENES  BRE(FECEAEFRITEENmO , FE3AL05EE
o —NmAREEH—MEFRTENT, mOESHSH
0 netstat -anp
o netstat -r OEEHEER == route
¢ ping
o BEESBIRIPHIIIERRLEES
+ telnet

o BEESBFIPAEERNEEMEEIERE
o yum install telnet -y
o telnet 192.168.31.44 22

+ curl

o restful FfIIFFBERIRIRIERNES EhEBAE—RIEN
o BBAFIALABTX ME—EMARASERIRIR
(o]

http://localhost:8080/lucky/user.action/666 ©
curl -X GET http://www.baidu.com

1.4. BKIE

s [PNERARBEBIESSEATREEESHENRGIIERE BT ENNETH
. SN ERSE—EERIPRERRIF AR | LURIFRP SR SERRERI—FAR

e fEcentOS7+7 {EHfirewalld{CELLFTHY iptables ;



http://www.baidu.com/

#EE BT KEIRE
systemct] status firewalld.service

#If 5 1E i rewall
systemct] stop firewalld.service

#251E i rewal 1JFHLE 3
systemct] disable firewalld.service

firewall-cmd --state #HEEY RS, 2R
running

firewall-cmd --reload #HECHTENECE, Lands s 2
JE, TEPAT A4

firewall-cmd --get-zones ##5|H 3 FF)zone
firewall-cmd --get-services ##5 SRR SS, FEFIR 1
S ARETATI

firewall-cmd --query-service ftp ##E G TepR s 53R, R
yesi#no

firewall-cmd --add-service=ftp ##IE I It p IS5
firewall-cmd --add-service=ftp --permanent ##K AT Ftpss

firewall-cmd --remove-service=ftp --permanent ##/KAFETtplikss



firewall-cmd --add-port=80/tcp --permanent ##7K A I 8 0%y 1

o FE—NmORIERRERE

% # I
firewall-cmd --zone=public --add-port=80/tcp --permanent

#EHIEN
firewall-cmd --reload

#EF
firewall-cmd --zone=public --query-port=80/tcp

#1HI5
firewall-cmd --zone=public --remove-port=80/tcp --permanent

1.5. MTERE

1.5.1. AEFNBEE



BLEIEI T ANTE L

i

Digital

IEHEYTE L . ¥
Certificate

CA &5 #.%R

/0= 0 RN I L~

h IE 45

o ALIBSHEENEENER  BRBIERLATEHINEEE
o NAZR
o HashEiZERBEAITRRAIZREE. S8R,
o i BISINM. RUHEBEANERENERE —HF(RKREIRNXHEERIER)
P& EEERINEEEER T GUREAS B FERRERRIAX |, BRRESER
BEAYICERIARERkE] , HREEE)

¢ =

o 123456

(o]
e10adc3949ba59abbe56e057f20f883e o
md5(md5(123456))-------- md5(654321)

1.5.2. RIS

XIFRINE

4

2R A
e B
1
ST Bob ANEESTR Alice TRaSTe

¢  Symmetric Key Encryption
° REMEXRW M DES. 3DES, Blowfish, IDEA, RC4, RC5. RC6FIAES

¢ B



o NNEFNAFEEFERATMA



o i1

o AMEHENEEANTT. itEE/]\. IMEERER, MERERS. BHEEE
o TR

o  XWHHRENZESE , B—HEHEMWEHE , N5EE

o  WMEABNEFEHERAREHE  WEHEHEEX  ZHEEEED
¢ NAmS

o EFEERAFINZBINE. EminE. 159
M= R

o RN : S\ RV

o Z$H: love

o 7gjM6FhIc89ACOEl+jI3VM26XGAdSIaHTj5NYg4VKKA=

1.5.3. IR EE

JEXIFRINE

AlicefI248 AliccBY9FA$H

- - - - -

e B
1
AR Bob PR STR Alice AT

. Asymmetric Key Encryption
TR S AR E—XNZHERNER)

o NFFE$A(publickey)FIFAB A (privatekey)(BIFRAEA , FATH).

o AHAEPSNERRLEMNE—XT

o RARANNEREEXNAFARRS , BIEAFABINE ReERX A IPFE .
FRMEXMM RSA, ECC, Diffie-Hellman, El Gamal, DSA(¥{=FE%EF)

e fim:
o REB(VFRYUERNAE)
¢ RS

o JNFFEIENTERER. BRK. ItEEX. R
¢ NS
o HTTPS(ssEREHIE. CRSIEKIER. SRUBENNER. B EMHESEINEEHEm. X
HEREEIIE.
http://tool.chacuo.net/cryptrsaprikey

*

MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCB1QKBgQD]j THREYD1L9p5SbAPBSMCy+UIaH
e4MAm7djkuHYW3aGQLgGIRc1CSRaFeNXBw+11DsnIgBPgoUI4S8N2m87n25z357H
7pEywWozsAeTgpql6fzfciRpGHsawzZ+AxVsOPeIVBMVIIZfpP4tIKSwWVauZmvtOgy
/bU+PtX35wVymIKy7QIDAQAB


http://tool.chacuo.net/cryptrsaprikey

[ R BEGIN PRIVATE KEY-----
MIICdwIBADANBgkghkiGI9wWOBAQEFAASCAMEWgQJdAgEAAOGBAOOUJERGOIV2n1sA
8GwwLL5Qhod7gwCht20S4dhbdozAuAblFzUJJFoVv41cHD6WUOYCiAE+ChQjhLw3a
bzufbnMnmMfukTIahmwB50Cmonp/N9yJGkYexrBn4DFWzQ941i8ExUgh1+k/i0grl
ZVq7uzZw3SDLItT4+1ffnBXKYgrLtAgMBAAECGYBOk rvNu7bgQ/yKiP15MOZzRZHWW
I00omxgqnClhkxbe/RGsFI+ueSQi+/z2fN3Xkghgmo6wFx5ds6Gpzixgqariz8z/z
AiXGVX7BgUgAZzIZ400sm7uLpPs7WEVLWN1I4/59HxnzWX85ShBsfIc4tFb566Bc2
/55aBurNX10URFFS9QIBAPUL /qCwz5311jXEtTLgaumEY54wT6+dIpL0j2bsmvktk
CkMpzqCKy8ymi FPa5FyZDRsZfLQBOHWY7SVKDOWOFMcCQQDtwI CASOrxWApQ19tr
9wrrv0QBOXPkJjOL85x/I+6Q6CMd2YQs8ze2ex+I45VWLADQY12VixgmtI9pNmw7
eJ6rAkAe2s/I8KdB67+PjKm5hvoKd9RPIX0GtmM]3avAwPQdEg+ovU7 jMBbRQTHhQ
eDNg5XSdAoyozdwie/BkTZr3f15pAKkEAr90VGOK97ZXRjboyGRNMTVXdOwRV4Yor]
5379URKZ5gNrcVvY/uixux4TEvAte3MrboPO3MLmL+im1QAdxD4h/zHWIBANYOvXVT
8tzwPdXCcNWK8ZCgmwLR8sDTrzRdwNejBraYb00yEngGyluALsDNevXtzrRkh8dzv
QI5y+R1TiuFYwdl4=

° Ipac8/w8s3ULIwDuz8pRUA3LG3jEOChOMCTVd3LXHBXSDRVCkvD20cUENBkiGON85SNTY6rv
MO01yb4fNkic4BhmLQg6ASVALBLEIptSwPIwIVaIprgh7MHN+R9y/PekSmpzYAxitTaFFfgiP
DhGY145TmwL j2vhGo0Qy/INK9boy=

O LW\ RUER I

1.6. EHERIEERHEA

o TAILABsshin S R BEREIEMIE
M o MRBEIRELERE , FEHAyes
o7& -/.ssh/known_hosts IHiER 7 LARIAAIMELIL (ip hostname)B91E
B o minpiatteitpRHENRIRB KR EIknown_hosts3 {4 |, HFEEH
Avyes o WNRLAGTBEREIknown_hostsH , EEEMAZ ISR E]
s EEMAEDG
o ARk
2]

[root@asenode ~]# ssh-keygen -t rsa -P '' -f ~/.ssh/id_rsa
Generating public/private rsa key pair.
/root/.ssh/id_rsa already exists.
Overwrite (y/n)? y
Your identification has been saved in /root/.ssh/id_rsa.
Your public key has been saved in /root/.ssh/id_rsa.pub.
The key fingerprint is:
SHA256:A187RixRSgQxCLUpssDbMuvxhb/4MmMoYP1jTE6RXhM root@basenode
The key's randomart image is:
gl - - - [RSA 2048]----+
L0 L. |
.0 E +

m  ssh-keygen -trsa -P " -f ~/.ssh/id_rsa



o WRFERMBEFRE  RFELECHNBEEEXI SRR



o XNMERAEMTE ~/.ssh/authorized_keys

[root@basenode ~1# ssh-copy-id -i ~/.ssh/id_rsa.pub root@192.168.58.100
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id_rsa.pub"
The authenticity of host '192.168.58.100 (192.168.58.100)' can't be established.
ECDSA key fingerprint is SHA256:XkqG1QTiXPbFbKpPZIHOWPpAjsohJItzJvXFGgldrKY.

ECDSA key fingerprint is MD5:f7:b7:da:60:16:1b:18:b3:c4:9b:53:f6:65:32:7c:29.

Are you sure you want to continue connecting (yes/no)? yes
n /usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that are already installed
/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is to install the new keys

root@192.168.58.100"'s password:
Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'root@l92.168.58.100"'"
and check to make sure that only the key(s) you wanted were added.

= ssh-copy-id -i ~/.ssh/id_rsa.pub root@192.168.58.201

* EEEMNAIEME

BaseNode
Node01

pub + Ul

0

1.7. B 5Hostige

[root(iisxtnode ~]# ssh localhost
The authenticity of host ‘localhost (::1)' can't be established.

ECDSA key fingerprint is SHA256:WvGciSiHIaSXdXciUY1M2f4fUiP04+H41z3+kWpgHUg.
ECDSA key fingerprint is MD5:ae:08:fc:68:ab:2d:al:¢5:39:2e:4b:33:16:¢6:17:94.
Are you sure you want to continue connecting (yes/no)? yes

o EMRER:
. Cannot determine realm for numeric host
* RRAE1I-RIR

©  ssh -v -0 GSSAPIAuthentication=no root@192.168.189.201


mailto:root@192.168.58.201
mailto:root@192.168.189.201

* MRRIIR2-FTE

o {&/etc/ssh/ssh_configHIBCE | LUGNIASHE

HILERRR o &EHEHRM

o StrictHostKeyChecking no
UserKnownHostsFile

/dev/null
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