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1.2 Signature %4
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18 F md5 SR T2 44 md5( postData + timestamp + salt), md5 J5#/N5

postData post ] json #% = A

timestamp AL (long ZF0)

salt OPPO #2fit, Salt: eOubfnlag06lc3pl
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® postData %z ORI -
{"payAmount":100,"adld":101097648,"appType":1,"clientlp™:"127.0.0.1","dataTyp
e":1,"ascribeType":1,"channel":1,"imei":"XJMyaLt8fDIv4a9b8/0RNQ==","type":1,"
pkg":"com.oppo.test","mac":"TEViR6jSgD/IECBI3Ah70eNy2gUQrQlekHkWqEGk
ZsU=","timestamp":1571995483916}
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® timestamp: 1571995483916, salt: eOu6fnlag06ic3pl
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® contents = postData + timestamp + salt (1 [f] A JET 747 =




{"payAmount":100,"adld":101097648,"appType":1,"clientlp™:"127.0.0.1","dataTyp
e":1,"ascribeType":1,"channel":1,"imei":"XJMyaLt8fDIv4a9b8/0RNQ==","type":1,
"pkg":"com.oppo.test","mac":"TEViR6jSgD/IECBI3Ah70eNy2gUQrQlekHkWqEG
kZsU=","timestamp":1571995483916}1571995483916e0u6fnlag06ic3pl

® fiif md5 fn%: md5(contents)= ce14fcc22abd7461e860263a8da983eb
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(1) java 7~
import java.security.GeneralSecurityException;
import java.security.Key;
import javax.crypto.Cipher;
import javax.crypto.spec.SecretKeySpec;
import org.apache.commons.codec.binary.Base64;

public class Demo {
public static String encode(byte[] data, String base64Key) throws GeneralSecurityException {
final Key dataKey = new SecretKeySpec(Base64.decodeBase64(base64Key), "AES");

Cipher cipher = Cipher.getinstance("AES/ECB/PKCS5Padding");
cipher.init(Cipher. ENCRYPT_MODE, dataKey);
byte[] encryptData = cipher.doFinal(data);

return Base64.encodeBase64String(encryptData).replaceAll("\r", "").replaceAll("\n", "");

}
}

(2) php =Hl(ILf:2%)

public function encrypt($input, $base64Key){
return openssl_encrypt($input, ‘AES-128-ECB’,base64_decode($base64Key),0,”);
}
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https://api.ads.heytapmobi.com/api/uploadActiveData

2.2 iFKk 4k Body

1. W&, 2. VM, 3.
WAt 4. IKE, 5.
MNAWNEE, 6+ MHNW
TE CHERED , 7. N
%% 8. HE L HiF,
9. % 3 HEf 10. %
4 HEHF, 1. %5H
Bif7F 12, 55 6 HEA,
13. 7 HEAE, 14,
% 8 HEAE, 15, Hiid,
16, TR HATR, 17,
B (DP) 18. HIE
W19, TR BTN
20 e/ N FH R BEAT N
21, KEE s AN R
F) 22, MHfTIRIRE
23, K@ HEEX

imei string | & /i imei 433 AES IR i
b fa e, s L | —ik—, {2 | 868123039927020
2.3 s H B
imei, 2A/5% | XJMyaLt8fDlv4a9b8/0R
i€ ould, NQ==
ould string | JF k3% ID &3t AES fil | ould #f a2
WA NE BN, | oaid;
2.3
requestld | string 152K id e
mac string | & /i mac &5F AES | & B
hns e iR, hn s 15 B d7:1b:3e:00:14:b3
2.3 e
TEVIiR6jSgD/IECBI3Ah7
0eNy2gUQrQlekHkWqE
GkZsU=
clientlp string | SR AR 5 127.0.0.1
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W TRN ], B R BN H L4, A B
A id, 40100137 e Rz B4R pkg 7
B
dataType | int AL BRI AL P 1
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—Jn, 0. Hfth
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2.3 ik [Al{E Response

ret int RS, 0 1E%, 1001 Z3kie kM, 1002 | &
KA R
R WREAZAHRIITEZIRE hitp status
403

msg string WA R, R EH ARG S 4

2.4 R

(1) Header

signature cel4fcc22abd7461e860263a8da983eb

Content-Type

application/json

timestamp

1571995483916

(2) Body




{"payAmount":100,"adld":101097648,"appType":1,"clientlp":"127.0.0.1","dataType":1
,"ascribeType":1,"channel":1,"imei":"XJMyaLt8fDIlv4a9b8/0RNQ==","type":1,"pkg":"c
om.oppo.test”,"mac":"TEViR6jSgD/IECBI3Ah70eNy2gUQrQlekHkWgEGkZsU=","tim
estamp":1571995483916}

(3) Postman #;%:

DESCRIPTION




